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OUR COMMITMENT
TO YOUR SECURITY
AND PRIVACY
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At DisplayNote, we prioritize protecting our partners and
end users. Why? Because in a world of evolving digital
threats, safeguarding sensitive information and maintaining
trust is essential.

To ensure your security across all aspects of our service,
we focus on three critical areas:

() Service-Level Security
() Development Security

(v) Communications + Data Security
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SERVICE-LEVEL
SECURITY

Our frontline of defense is fortified with endpoint protection,
managed 24/7 by vigilant experts. This, paired with
SecurityScorecard’s non-intrusive monitoring, grants us a
stellar rating, exemplifying our security-first philosophy.
Additionally, our services are continually observed by a
system that checks service functionality and generates
alerts around the clock, ensuring immediate response to
any incidents.
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DEVELOPMENT
SECURITY

In our development cycle, we embed security from the
ground up. We partner with industry-leading training and
development providers as identified by Gartner's Magic
Quadrant and IDC marketplace, to train our employees on
the latest technologies and security measures. This ensures
that our employees are well-equipped to identify and
address potential threats.
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COMMS + DATA
SECURITY

We preemptively block threats to secure our communication
flows, which are essential to our operations. All video and
audio transmissions are safeguarded with end-to-end
encryption, employing DTLS and SRTP with the
TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256 cipher
suite. Additionally, hosting our servers in Microsoft’s
European data centers, compliant with SOC 2 Type 2
standards, showcases our commitment to data protection
and compliance.
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Our multi-faceted security strategy emphasizes advanced
defenses, secure development, and robust encryption. This
ensures that our products are not just compliant, but are at
the forefront of cybersecurity.

This commitment, combined with our dedication to
continuous improvement, offers our partners and end users
unmatched trust and reliability, steering them safely through
an ever-changing digital landscape.
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